
PY ONGY ANG, KOREA, 2013. 
“De feat ing the United States 
was a much easier task thanA Failure we thought possi ble,” Col 
My ong Joo Kim said in pre­
cise English. Educated at 

Har vard and CalTech, the haggard 45-year-
old North Ko rean stood at the head of a smallof Vision ta ble around which sat inter ested repre sen ta­
tives from nine nations. The room was 
harshly lit, without windows, and electroni­
cally screened from the outside world by sys­
tems “borrowed” from their prostrate foe.Retrospective* 
Colo nel Kim’s speech would never be heard 
again outside this forum, and the repre sen ta­
tives would rap idly dis perse af ter the brief ing. 
How ever, it was es sen tial for each rep re sen ta-

CAPT FRED KENNEDY, USAF tive to under stand the nature of the success­
ful campaign against the Americans and theCAPT RORY WELCH, USAF im pli ca tions for his nation. Colonel Kim an-

CAPT BRYON FESSLER, USAF nounced: 

*This article was written in the fall of 1997, before the present Iraqi crisis over UN inspections and the recent anthrax scare in Las 
Vegas. It appears that we are at least beginning to take biological warfare seriously. The authors would like to thank the following 
individuals for their invaluable assistance in producing this work: Capt Daniel Dant and Capt John Shaw, who provided excellent insight 
into what kind of story to tell; Capt Kathy “Gus” Viksne, who gave us some useful pointers on air defense; Capt Bryan Haderlie, who 
enlightened us on the subject of optical systems for space surveillance; Col Chris Waln, USAF, Retired, who provided the seeds for the 
Decapitation scenario; and Col Michael Mantz. 
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Our plan has succeeded. We have inflicted—to 
paraphrase the words of an American airpower 
theorist—a “strategic paralysis” on the United 
States so that it is incapable of acting.1 

Following our attack on their homeland, the 
Americans have become defensive, turning 
decidedly inward. Their influence is rapidly 
waning around the globe; no longer do they 
deserve the title, “superpower.” The remainder 
of the twenty-first century is wide open. 

Some congratu la tory glances were ex -
changed. Colonel Kim noticed these, then 
glanced down at his notepad. He spoke 
louder: 

Please do not make the mistake of assuming 
that this outcome was a foregone conclusion. 
The United States remains very powerful. There 
were specific steps that the Americans could 
have taken that might have prevented us from 
succeeding, or stopped our efforts in the 
planning stage. However, to be blunt, they 
suffer from a rather distressing lack of vision. 
Their own military strategy documents of the 
late 1990s anticipated much of the 
multipolarity and rapid change that have 
shaped the world of the twenty-first century— 
something that we in part helped to precipitate. 
As the world’s last superpower, they 
acknowledged the dangers posed by aspiring 
regional powers, the proliferation of advanced 
weapons, terrorists, and attacks on their 
homeland.2 However accurate their predictions 
of the future might have been, they made the 
mistake of continuing to structure their armed 
forces for combat between large numbers of 
conventional forces3 while paying only lip 
service to the threat of asymmetric attack. Their 
arrogance blinded them to the possibility that a 
potential adversary might actually try to 
achieve their ends by other than a direct 
military confrontation. Their folly allowed us 
to exploit vulnerabilities in their most vital 
high-technology systems, making the 
dominance of their conventional forces 
irrelevant.4 We should not fault them too 
much. Events have proceeded apace. Without 
an easily understood and measurable foe, the 
Americans have floundered for almost 20 years. 
It is certainly true that they have upgraded their 
systems along the way, but they never were able 
to fully realize the true value of their most 
technologically advanced systems, those that 
operate in two closely coupled media—space 

and information. We were able to take 
maximum advantage of their plodding and 
uncertainty. Let me start at the beginning. 

Like any other nation, the United 
States is a complex system, and 
despite its many protests to the 
contrary, it has systemic weaknesses 
and leverage points that can be 
exploited by a knowledgeable 
adversary. 

The Plan 
Ran goon, My an mar, 2009. The first meet ing 

was shrouded in the ut most se crecy. The prin­
ci pals, with a suspi cion verging on outright
para noia, shuttled through several unlikely 
ports of call before finally arriv ing at their 
des ti na tion. Initial commu ni ca tions were by 
word of mouth. There would be no “smoking 
gun” in the form of a document or cellu lar 
phone call to betray those involved. All par­
tici pants prepared decoys who appeared 
promi nently in foreign cities to distract the 
at ten tion of the American intelligence-
collection system. One joked nervously that 
he was less concerned with poten tial Central 
In tel li gence Agency (CIA) ferrets than with 
the ubiqui tous repre sen ta tives of the US me­
dia. One re porter might sus pect a ruse and in-
ad ver tently stumble on a story larger than he 
or she could easily imagine. 

The Iranian envoy spoke first. He had not 
only originated the initial plan but had taken 
the poten tially risky step of person ally con-
tact ing the other members—rep re sen ta tives 
from North Korea, China, Iraq, and several 
mul ti na tional corpo rate concerns. He spoke 
of the “ar ti fi cial re straints” cur rently im posed 
upon the world by American might, the in­
abil ity of nation-states to exer cise their free­
dom, and the abso lute preemi nence of the 
United States in the techni cal, in dus trial, and 
mili tary realms. “Rome was no greater a 
power in its day,” he remarked, “and Rome 
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en dured for centu ries. The Pax Americana is 
less than a cen tury old. How long must we en­
dure it?” 

Nods and shrugs. The discus sion quickly 
turned to the magni tude of the problem fac­
ing the cabal. The Iraqi envoy noted that his 
coun try had attempted to stand its ground 
with the best weapons it could afford only a
gen era tion previ ously but that it had been 
thor oughly trounced by the American war 
ma chine. The Ira nian coun tered that the Iraqi 
chal lenge had been fool hardy, based as it was 
on meeting American strength directly. “Let 
us not tempt their stealth fighters and their 
car rier battle groups. We cannot best them. 
We are not—with the possi ble excep tion of 
my able Chinese friend—‘peer competi tors.’ 
”5 

“What, then?” asked the North Korean. 
“Ter ror ist attacks? Car bombs and suicide 
squads? What you seem to be suggest ing is a 
route that has been attempted but that is felt 
to be no more than a pinprick by such a gi­
ant.” The Iranian smiled and gave his reply: 

Like any other nation, the United States is a 
complex system, and despite its many protests 
to the contrary, it has systemic weaknesses and 
leverage points that can be exploited by a 
knowledgeable adversary. First, we will attack 
its leadership directly and audaciously. We will 
then undertake to seriously damage its 
command, control, and communications 
infrastructure. Finally, we will assault the 
economic infrastructure of several major cities. 

Some of you are clearly asking, To what end? 
The answer is simply put: to make them 
withdraw, to turn inward. The Americans are 
insular by nature, and they are still not entirely 
comfortable with the leadership role history 
has thrust upon them. Our attack will exceed 
their “cost-tolerance” 6 for continued conflict, 
at which point they will retreat to North 
America and wall themselves in. Such a course 
of events will permit us a free hand to take what 
is rightfully ours, unhindered by American 
intervention. 

There were nervous shuffles and uncom­
fort able looks around the table. The Chinese 
rep re sen ta tive spoke up. “We must not pro-
vide the United States with a valid target. 

They will want to lash out, and may perhaps 
do so irra tion ally. Therefore, all strikes must 
be co-vert strikes. We shall under take no 
high- profile efforts that could warrant direct 
ret ri bu tion against a specific nation.” 

“That is precisely what I have in mind.” 

Stage 1 (Decapitation) 

11 July 2012, 8:35 A.M. EST. The day dawned 
hot, humid, and calm, typical of this time of 
year in the Washing ton area. Commut ers
inch ing north along I-395 glanced up 
through sunroofs to no tice a low- flying twin­
engined plane follow ing the freeway at an al­
ti tude of only 100 feet. Of these, only four 
had the presence of mind to call in com -
plaints on their cellu lar phones, but these 
calls were ignored by dispatch ers as likely 
cranks. The aging 1972 Beechcraft King Air 
E-90 had al ready been air borne for over three 
hours, an gling north east across farm land and
for ested hills after an unevent ful predawn 
take off from a private field east of Roanoke, 
Vir ginia. This course had been selected after 
only the most careful consid era tion of the al­
ter na tives—in clud ing a launch from one of 
the numer ous super tank ers plying their way 
up and down the East Coast. The conspira tors 
had decided that the US air defense network 
of phased-array radars, Air National Guard 
and Customs patrols, aerostats, and the occa­
sional overflight by low-orbit satel lites carry­
ing synthetic aper ture radars (all enlisted in 
the continu ing war on drug traffick ing) was 
suf fi ciently daunting to make an unno ticed
ap proach to the coast a chancy proposi tion. 
How ever, one member of the team pointed 
out that the North American Aerospace De­
fense Command (NORAD) was not nearly as
in ter ested in happen ings within the inte rior 
of the country. Further more, US air traffic 
con trol lers often viewed only their trans-
ponder data, not both er ing with the clut tered 
and headache-inducing radar return. A light 
plane running low and with its transponder 
off could thus be virtu ally invisi ble. Acquir­
ing the plane and smuggling in the “muni­
tion” became the largest stumbling blocks, 
but the North Korean “team” overcame these 
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ob sta cles with relative ease.7 All had dis­
persed within minutes of the plane’s takeoff 
and were headed for inter na tional flights 
from several differ ent airports in the South-
east. 

Guided by a vastly improved global posi­
tion ing system (GPS) network8 and assisted 
by sophis ti cated terrain-mapping software9 

(down loaded from a French web site), the 
King Air carried no living human cargo—al­
though a freshly thawed corpse was strapped 
into the pilot seat. The air plane dipped to un­
der 50 feet as it passed between the Penta gon 
and Washing ton National Airport, cruising 
within the ground clutter, and then it 
abruptly began climbing, dispens ing innu­
mer able spores of multi ply resis tant Ba cil lus
an thra cis across much of the central capital 
area. 

Sud denly alerted to the small plane’s pres­
ence, air traffic control lers at the airport and 
at Andrews AFB, Maryland, tried at first to 
con tact the aircraft and then began to nar­
row cast warnings to the Secret Service and 
other agencies. After several minutes, how-
ever, the aircraft veered to the northwest, 
dove rapidly, and crashed into the bluffs 
above the Maryland side of the Poto mac, 
across from CIA Headquar ters. The result ing
fire ball was extremely hot, leaving eager in­
ves ti ga tors and media little evidence other 
than melted wreckage and charred bone frag­
ments. One observer reported weeks later 
that she had seen the small aircraft drop a cy­
lin dri cal object as it flew over the Poto mac, 
just prior to impact.

“In ha la tion anthrax” 10 an nounces itself 
with ini tial symp toms eas ily mis taken for the 
flu or a common cold. Within two days, ap­
proxi mately 250,000 people—in clud ing the 

presi dent, the vice president and her hus­
band, 160 senators and repre sen ta tives, se­
nior lead ers from nu mer ous fed eral agen cies, 
three service chiefs, and more than 11,000 
Pen ta gon employ ees began to expe ri ence
low- grade fever, fatigue, and a slight cough. 
Of the few that bothered to notify their doc-
tors in the critical hours follow ing the at tack, 
none received the correct—and fatal—di ag no­
sis. Ninety percent of those infected would 
die within a single week. The ensu ing chaos 
would plunge the entire country into confu­
sion. 

Colo nel Kim contin ued: 

We killed a significant portion of their national 
leadership with a single blow—the president, 
vice president, and several cabinet members, 
along with a host of their military leadership. 
Yet we left no traces for them to follow, and 
there was little opportunity for a coordinated 
investigation in any event, given our next 
actions. Now, the Americans could have 
prevented this if, for instance, they had carried 
out their plans for a space-based radar or global 
air traffic control system. Their current 
surveillance is spotty at best—and despite their 
professed concern about terrorism, they are 
egregiously poor at deterring internal threats. 
Even a fairly rudimentary low- or medium-orbit 
constellation of radar satellites providing 
continuous wide-area coverage could have 
detected our aircraft in time to take action. 

The Iranian envoy frowned and said, “We 
had initially thought that their space systems 
were among their strongest assets.” Kim re-
plied, 

Yes, and you were correct to think so. However, 
we quickly discovered significant gaps in their 
existing reconnaissance and surveillance 
architecture. Certainly, they were—and 
are—able to detect virtually anything that 
moves on or above the earth, but in very 
circumscribed regions, and for only short 
periods of time. Without a global network, they 
must deduce which areas are of interest for 
observation, and either wait for their satellites 
to pass over the target or command them to 
modify their orbits .  The first  is  
time-consuming, while the second wastes 
precious fuel. 
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US leaders never succeeded in 
developing either the doctrine or the 

systems required for space denial 
and space protection. In fact, their 

national policy proscribed such 
activities, despite the obvious 

vulnerabilities of their vital space 
assets. 

In short, the United States failed to capitalize on 
its initial investment—and continued to rely on 
an immature intelligence architecture. It hid 
behind its superior technology but failed to 
close the gaping holes in its systems. 

Stage 2 (Disruption) 

15 July 2012, 11:40 A.M. EST. Thousands of 
cases of severe respi ra tory dis tress were being
re ported all across the national capital re­
gion—alarm ing doctors and patients alike. 
Some two thousand people had already suc­
cumbed to “an un known vi ral or bac te rial in­
fec tion.” Wide spread panic en gulfed the Dis­
trict of Colum bia metro area follow ing the 
Cen ter for Disease Control’s (CDC) an­
nounce ment of a regional quaran tine on 
travel. With very little yet to go on, inves ti ga­
tors from the CDC and the Army’s Insti tute 
for Infec tious Diseases were out in force, 
search ing for answers. A regional manhunt 
was on, with few obvi ous suspects. Even as it 
was becom ing clear that the national capital 
had been subjected to a catastrophic biologi­
cal attack, it was evident that there was very
lit tle that could be done for the victims. The 
presi dent was said to be gravely ill and sev eral 
of his ad vi sors in ca paci tated. Ma jor news out-
lets were scrambling for infor ma tion. Cable 
News Network (CNN) placed the story at the 
top of the lineup for its midday news sum­
mary, despite the skimpy nature of the mate-
rial. Most other net works fol lowed their lead. 
These reports were destined to never make it 
on the air. 

Some 35,000 kilome ters overhead, a non-
de script Chinese telecom mu ni ca tions satel­
lite, Dong Fang Hong (DFH) 91, sat idle in a 
“su per syn chro nous” or bit.11 The Chi nese had 
launched the satel lite over a year and a half 
ear lier, but it had suffered a series of highly 
pub li cized tech ni cal prob lems and was grudg­
ingly rele gated to the “junk belt” be yond geo­
syn chro nous earth orbit (GEO) in January 
2012. Perhaps as a final insult to its builders, 
DFH 91 failed com pletely af ter per form ing its
apo gee boost and now re volved in a “use less” 
26- hour orbit, return ing to geosyn chro nous 
al ti tude at a slightly dif fer ent lon gi tude every 
day. 

In real ity, DFH 91’s status as a derelict ap­
plied only to its ability to transmit digital TV 
to Chinese viewers on the planet below. Be-
gin ning in April, an observer posi tioned near 
the satel lite would have noticed something 
out of the ordi nary. Upon each descent of 
DFH 91 to the geosyn chro nous belt, a small 
dark object not much larger than a football 
would be ejected from a rear panel of the sat-
el lite. As it floated away from its parent, the 
small ob ject would flare brightly and be gin to
re cede, braking its way into a true geo syn­
chro nous orbit.12 DFH 91’s patient ground
con- trollers would time these events to oc­
cur only over the daylit side of the planet;
af ter all, even an enter pris ing amateur as­
trono mer might have spotted the brief but 
bril liant pulse during an evening’s comet 
hunt ing. 

By late June, nearly 90 of these odd vehi­
cles had been depos ited around the GEO ring 
like so many space borne mines. All had bene­
fited from the GPS’s recent addi tion of “aft 
horns,” allow ing satel lites in GEO to take ad-
van tage of America’s premier naviga tion sys­
tem to find their way. All had performed co­
orbital approaches and were scant meters 
from their targets, awaiting the final order to 
ren dez vous. The targets, 86 diverse satel lites 
built and launched by a half dozen nations, 
sat blissfully unaware, most receiv ing and 
trans mit ting video and voice data to waiting
cus tom ers on the planet be low. Other “birds” 
gath ered weather data or listened to the en-
coded elec tronic whis pers of a bil lion con ver-
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sa tions. Some waited patiently to report the 
tell tale bloom of a ballis tic missile launch or 
nu clear detona tion. 

The target ing itself was indis crimi­
nate—and pur pose fully so. The Chi nese knew 
that they would lose three satel lites of their 
own in the at tack. This was deemed an ac cept­
able loss, and a useful misdi rec tion. After all, 
there were still fewer than 20 states that could 
have managed the launch of a geosta tion ary
sat el lite, and suspi cion would quickly settle 
on just one or two. 

The final order was in fact no order at all. 
In the event of an abort, DFH 91 would have 
sud denly and surpris ingly come to life, 
broad cast ing a strong encrypted message to 
its kill vehi cles strewn throughout the GEO 
ring. The vehi cles would have imme di ately 
shut down, and the Chinese would explain 
the anoma lous event as one more ex am ple of 
the satel lite’s bizarre behav ior. 

No abort was is sued; the kill ve hi cles oblig­
ingly proceeded to “dock” with their targets. 
Most satel lites are “hardened” against the se­
vere radia tion envi ron ment of space; some 
are further hardened to withstand the radia­
tion concomi tant with a nuclear blast. Few 
are armored against physical assault, other 
than to miti gate the ef fects of con tinu ous mi­
cro me te or oid bom bard ment. After all, armor 
is heavy, and weight is at a signifi cant pre­
mium when the cost of lifting a single kilo to 
or bit exceeds $50,000.13 Thus, it was quite
un nec es sary to construct sophis ti cated kill 
ve hi cles. The sim ple de vices sim ply ex ploded 
in close proxim ity to their satel lites, sending
shrap nel through solar arrays, battery sys­
tems, onboard comput ers, guidance systems, 
and sensors alike. 

Sixty- two satel lites were completely de­
stroyed. Ten more were severely damaged 
and able to provide only marginal ca pa bil ity.
Four teen were appar ently undam aged—most 
likely due to a faulty trig ger on the kill ve hi cle 
or badly executed termi nal maneu vers. The 
ros ter of casual ties included Intel sat 919 
(broad cast ing 20 chan nels of video to vari ous 
Arab nations), Thaisat 7 (provid ing mobile 
com mu ni ca tions to Southeast Asia), and Go­

ri zont 80 (a Rus sian mili tary com mu ni ca tions
sat el lite). 

None of these losses were made imme di­
ately ap par ent to Ameri cans. How ever, at 9:43 
A.M., Mountain Standard Time, control lers at 
the Space Based Infra red Systems (SBIRS) II14 

ground station at Falcon AFB, Colo rado, were 
star tled by the simul ta ne ous loss of signal 
from fully three of their GEO birds. These sat-
el lites surveilled the planet for the infra red
sig na ture of ballis tic missile launches. With-
out them, the United States would have to 
rely entirely on its groundside radar sites for 
de tec tion of incom ing missiles. A mad search 
for answers began to leap up the chain of
com mand. A similar panic was setting in at 
the control center for Milstar III15 com mu ni­
ca tions sat el lites, where half of their birds had 
sud denly gone dark. Auto matic re rout ing sys­
tems looked for the next sat el lite in line to re-
lay the growing backlog of message traffic, 
and, find ing none, be gan send ing que ries and 
alarms to the control cen ters. Se cure com mu­
ni ca tions were crashing across the planet. In 
the an ar chy that fol lowed, the sec re tary of de­
fense was forced to use land lines, or der ing US 
mili tary forces around the globe to their high­
est state of alert. No oppo nent had yet both­
ered to raise its head. 

As the military scrambled to respond to an 
un known threat, civil ian control lers watched 
in horror as CNN’s five network broadcasts 
went down simul ta ne ously. Iran’s Voice of 
the Is lamic Re pub lic, broad cast on nine chan­
nels, vanished into static. Viewers in South-
ern Cali for nia lost all 460 chan nels of Global-
Net LA. Local televi sion affili ates, adrift 
with out their normal satel lite feeds, began 
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What the United States needed was 
a few simple systems and the 
doctrine to tie them together. 

plac ing calls to network broadcast centers, 
look ing for an swers that were sim ply un avail-
able. In a mat ter of min utes, the United States 
had lost 43 of its satel lites in GEO, devas tat­
ing military and civil ian constel la tions alike. 
Fully two- thirds of the data shut tling be tween 
GEO and earth sud denly had no where to go. 

De spite this, none of the per sonal com mu ­
ni ca tion and mobile telephone systems, pro­
vided by sat el lites or bit ing at much lower al ti­
tudes, were destroyed. Between 11:30 A.M. 
and 1:30 P.M., call volume over these systems 
tri pled, then quadru pled. By early evening, it 
was virtu ally impos si ble to secure a phone 
line any where in the coun try. The ubiq ui tous 
World Wide Web, re peat edly over hauled and 
mas sively en hanced dur ing the first dec ade of 
the twenty-first century, was suddenly 
jammed with billions of demands for news. 
The infor ma tion flow first slowed, then 
stopped. There was lit tle enough to be had in 
any event. 

Colo nel Kim pointed to the sta tis tics flow­
ing down the wallscreen behind him: 

In all of this, we never engaged a single 
American weapon system. US leaders never 
succeeded in developing either the doctrine or 
the systems required for space denial and space 
protection. In fact, their national policy 
proscribed such activities, despite the obvious 
vulnerabilities of their vital space assets. The 
unspoken consensus among their commanders 
was clearly that space itself was too vast and the 
technologies needed were sufficiently difficult 
to develop that few other nations could devote 
the necessary resources to acquiring them.16 

Further, it is now clear that the United States 
was confident that it could spot a “rogue” 
launch and antisatellite attempt, trace it to the 
offending nation, and mete out punishment 
through more conventional means—via air 
strikes, for instance. The highly clandestine 
nature of the Chinese attack thwarted this, and 

left the United States without an adversary on 
which to concentrate. 

“Yet we must certainly be high on their list 
of suspects,” the Chinese repre sen ta tive 
pointed out. Kim nodded and said: 

Yes, and for this very reason we insisted on a 
plan which would foil even a determined 
investigation. Even so, discovery after the fact 
was not our greatest fear. In the midst of the 
confusion we created, with the chain of 
command disrupted, it was entirely possible 
that the United States might jump to 
conclusions and lash out blindly. 

Colo nel Kim shook his head in mock con­
cern, then contin ued: 

The biological attack might have been seen as 
domestic terrorism, but an attack on space 
assets could be attributed to none other than a 
foreign power. Yet, even today, US leaders 
remain uncertain. Their ground-based assets 
were able to tell them that their satellites had 
been physically damaged or destroyed, but the 
lack of space-based reconnaissance systems has 
severely hampered their attempts to identify 
their foe. 

What the United States needed was a few simple 
systems and the doctrine to tie them together: a 
highly mobile reconnaissance platform to 
perform on-demand, close-in imagery; perhaps 
a variant of the same platform to damage a 
hostile satellite or tow it to a nonthreatening 
orbit; some form of proximity detection and 
defense for their most prized assets, such as 
their early warning satellites; and a rapid, 
ultra-low-cost launch capability to replenish 
constellations during a crisis. Finally, and most 
importantly, there was the need for an 
overarching concept of operations to integrate 
these basic missions. Without these elements, 
the US space architecture was immature, 
completely wedded to remote sensing and 
communication—in essence, subservient to 
their information architecture. Unable to 
conduct either offensive or defensive space 
operations, the existing American space order 
of battle—if we can so dignify it—calls to mind 
nothing so much as their Civil War–era 
ballooning efforts, the first crude attempts at 
overhead reconnaissance: virtually un­
maneuverable, vulnerable to fire from below 
but unable to return fire. And yet, the United 



States was eventually able to achieve a fearsome 
mastery of air warfare, despite a somewhat 
unpromising beginning. In space, however, it 
remained stubbornly unwilling to make the 
logical leap. 

The Iraqi piped up ir ri ta bly, “For what pur­
pose do you tell us where the Americans 
failed?” Kim pointed a finger at the Iraqi and 
said: 

I tell you this because our coalition must now 
begin to consider these very issues if we wish to 
someday gain hegemony. We have learned 
much from the US defeat, and if we do not take 
advantage of this momentary lapse in American 
attention, our efforts will have been for naught. 
In a very real way, we have surpassed them. 

They believed themselves to be, 
technologically, several generations ahead of 
their competition, which made them 
complacent. They chose to forget that a true 
revolution in military affairs—I use their 
terminology—requires not just the systems but 
a sophisticated operational doctrine to support 
them. 

Stage 3 (Pandemonium) 

15 July 2012, 1:54 P.M. EST. The CDC issued a 
spo radi cally heard state ment at this hour, de­
clar ing the capital a victim of a biologi cal at-
tack. Emergency Broadcast System messages
be gan playing at local Washing ton, D.C., af­
fili ates just before 2:00 P.M., asking the popu­
lace to remain calm and stay in their homes. 
This warning went unheeded. Highways 
around the region were closed to inbound 
traf fic entirely, freeing up addi tional lanes to 
the fleeing public. National guardsmen from 
Vir ginia and Maryland, requested by the 
presi dent early in the af ter noon as ri ots be gan 
to erupt around the District, found them-
selves stranded along the shoulders of major
ar ter ies, waiting out the passage of hundreds 
of thousands of panicked residents in the 
D.C. area. 

As panic gripped the national capital region 
and the military groped for answers, the final 
phase of the coali tion attack began. It had al­
ready been initi ated by a scrambled cellu lar 
call, placed from Tehe ran to Norway at just 
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They [the Americans] chose to forget 
that a true revolution in military 
affairs . . . requires not just the 
systems but a sophisti- cated 
operational doctrine to support 
them. 

af ter 9:50 P.M. Iranian time. In a quiet Oslo 
sub urb, a “go” was given. Led by the noto ri­
ous hacker “Whisper,” three seasoned pro-
gram mers set to work, bouncing the igni tion 
sig nal of a particu larly potent virus off three 
tele phone switching stations in Britain, and 
fi nally through com mer cial web sites on both 
the East and West Coasts of the United States. 
The effect was imme di ate: automated teller 
net works in six major cities—Los Ange les, San 
Fran cisco, Se at tle, New York City, Mi ami, and
Wash ing ton—were instantly brought down. 
Those that returned to service began to be-
have errat ic ally, releas ing thousands of dol­
lars at the touch of a button. Los Ange­
les–based banks responded almost instantly,
clos ing their doors on mobs of angry ac count
hold ers in the early after noon. Lending insti­
tu tions across the country began to follow 
Cali for nia’s lead, cre at ing a grow ing rip ple of 
un easi ness. The run on hard cur rency was be -
gin ning. The New York Stock Exchange sus­
pended trading half an hour before the clos­
ing bell; the market had already slipped an
omi nous 15 percent. Despite the frustrat ing
com mu ni ca tions backlog, reali za tion was 
spread ing that the United States appeared to 
be under some form of diverse, coor di nated
as sault. In Oslo, Whisper pre pared to un leash 
a second attack.17 

The target was the already overloaded US 
tele phone network and its collec tion of 
switch ing and routing stations.18 Cellu lar 
grids and telephone exchanges in the D.C. 
area received special at ten tion, al though out-
ages were initi ated in seemingly random lo­
cales from Colorado Springs to Charleston. 
The net effect of the attack was to bring na­
tion wide commer cial tele com mu ni ca tions to 
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a standstill. Coupled to the crippling blow 
dealt the banking indus try, economic trans-
actions ground to a halt. In contrast, vital na­
tional commu ni ca tions were left untouched. 
The military’s workhorse Defense Switching 
Net work (DSN), the Joint Chiefs of Staff Alert
Net work (JCSAN), and the Secure Voice Tele­
con fer enc ing System (SVTS) remained fully
op er able.19 Infor ma tion warfare experts were 
awak en ing to the fact that they had been as
ef fec tively bypassed as the Maginot Line in 
1940.2 0 What none had yet under stood was 
the magni tude of the disas ter. Whisper’s vi­
ruses would confound some of the best 
Ameri can program mers for months. The 
heav ily encrypted Iranian software had been 
de signed to resist the most concerted decod­
ing attempts. 

Word of the president’s death by severe 
res pi ra tory distress arrived shortly after the 
din ner hour on the East Coast, and reached 
the rest of the nation and the world primar ily 
through short wave ra dio trans mis sions. With 
the vice president already dead, the Speaker 
of the House, a senior Democrat from Penn­
syl va nia, was trans ferred by heli cop ter to An­
drews AFB. At 6:55 P.M., the Speaker boarded 
the nation’s single E-5D, a highly modified 
Boe ing 777, and the lat est in a long line of air-
craft that had waited to perform this mission. 
As the plane became airborne, one of the 
three surviv ing Supreme Court justices ad­
min is tered the oath of office to the badly 
shaken congress man, whose first act was the 
dec la ra tion of martial law nation wide. His 
sec ond act, perhaps more contro ver sial,
trans ferred the offi cial seat of govern ment 
from Washing ton to Philadel phia “for the 
du ra tion of the crisis.” 

Ameri cans in all walks of life awaited their 
op po nent’s next move. Colonel Kim pointed 
to the Iraqi envoy: 

In 1990, the United States perceived your 
incursion into Kuwait as a serious threat to its 
national security. Why? Your nation hadn’t 
fired on any Americans. Your crime was to 
endanger their oil supplies. They responded 
with prompt action, and you and your 
countrymen were humiliated. 

The Americans saw the threat to their 
information networks even as they were 
constructing them. Their military built 
elaborate security measures to resist  
intrusions into secure areas, protecting 
sensitive data and preventing unwelcome 
visitors from wresting control. Yet even as they 
strengthened these defenses, they did not pay 
sufficient attention to the massive growth of 
their nation’s commercial information 
infrastructure, and their economic reliance 
upon it. The analogy between oil and 
information could not be clearer—banking 
networks and telecommunications systems are, 
if anything, more essential to the day-to-day 
operation of their country, and far more 
vulnerable to disruption. 

Our Iranian allies chose well, attacking 
vulnerable civilian systems and ignoring the 
heavily protected government networks. By 
itself, such an effort would have resulted in 
irritation and annoyance. Coming on the heels 
of the other attacks, however, our information 
strike resulted in a mass hysteria which, for all 
practical purposes, temporarily shut down the 
United States. While they were able to 
reconstitute their government fairly quickly, 
they have still failed to fully recover. Their 
citizenry is up in arms and demanding answers. 
For the past year, their legislators have been 
calling for a “retrenchment.” 

“I trust that you all under stand why I am 
spend ing some time on how the Americans 
might have defeated us?” Kim asked. There 
were nods of assent around the table. 

One lesson we have learned is that information 
warfare is not to be applied in a vacuum.21 In 
concert with other forms of war, it can have 
useful synergistic effects. Taking out a city’s 
electrical power is an inconvenience, but is not 
typically life-threatening. But to the same city 
gripped in the throes of rioting, such a move 
can be devastating. 

Countering our information strikes would have 
required a coordinated effort on the part of the 
American military establishment to protect 
“critical sectors”2 2 of the commercial  
information infrastructure. This would have 
been a daunting task. American corporations 
are noted for their fierce independence; they 
would have chafed under any form of 
regulatory guidance the government imposed. 
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Yet forgoing any form of protection is 
foolishness—after all, one should not depend 
on that which one cannot defend. 

Colo nel Kim switched off the wallscreen. 
In a grave tone, he contin ued: 

The United States was able to marshal its 
enormous scientific and engineering expertise 
to create invention after invention for space 
and information applications. Americans built 
high-technology houses of cards and 
congratulated themselves on their innovation 
without taking the time to fully understand the 
full implications of what they had wrought. 
They dabbled in remote sensing, providing 
themselves an illusory sense of security at odds 
with their actual capabilities, and leaving 
themselves open to unconventional attack. 
They refused to apply their own lessons of 
airpower to space power, preferring to maintain 
a fragile and highly vulnerable information 
architecture in the sky. Lastly, they chose not to 
tackle the admittedly difficult problem of 
safeguarding their civilian information 
infrastructure. Taken in isolation, each of our 
attacks was painful but not threatening to their 
national integrity. Together, however, they 
very nearly brought the United States to its 
knees. 

The North Korean envoy rose and bowed 
ex pan sively, “Thank you, Colonel Kim. Your 
analy sis is a cogent one, and I assure you it is 
greatly appre ci ated by each of us. I apologize 
for not re main ing; I go now to over see the last 
of the mopping-up opera tions around Pusan. 
Please, know my gratitude and that of your
na tion.” 
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