
Information as a Weapon 
Reality versus Promises 

MAJ  YULIN  WHITEHEAD, USAF* 

We cannot expect the enemy 
to oblige by planning his wars 
to suit our weapons; we must 
plan our weapons to fight 
war where, when, and how 
the enemy chooses. 

—Vice Adm Charles Turner Joy 
(1895–1956) 

Eavest
DISTRIBUTION A:Approved for public release; distribution is unlimited.Airpower Journal - Fall 1997



INFORMATION AS A WEAPON 41 

The instru ments of battle are valuable 

only if one knows how to use them. 

—Ar dant du Picq, Bat tle Studies 

THERE ARE MANY views of what con
stitutes infor ma tion warfare (IW). 
The differ ences in inter pre ta tion are 
un der stand able given the sub tle (and

some times not-so- subtle) variations in the 
defi-n itions of IW. Also, the various terms 
used a s sub sti tu tions for IW add to the dif fer
ing views of the topic. The differ ences in 
interpre- tation have translated into a virtual 
ex plo sion of litera ture written by authors 
with their own defini tions of IW. 

The litera ture may be grouped into two 
broad catego ries based on the authors’ the
matic approach to IW. The first category in
volves a con cept that dis cusses IW in terms of 
the more tradi tional notion of the use of “in-
for ma tion warfare” to support deci sion mak
ing and combat opera tions. This first theme 
does not address the question of whether in-
for ma tion is a weapon and is there-fore inap
pro pri ate for this arti cle. On the other hand, 
the second category is a wholly differ ent ap
proach and one that directly pro-vides evi
dence to support or refute the ques-tion of 
whether infor ma tion is a weapon. Authors in 
this category regard “infor ma tion as a 
weapon” in warfare. 

Dr. George J. Stein, a profes sor at the US Air 
For ce’s Air War College, also sees a clear sepa
ration between using “infor ma tion in warfare” 
and using “infor ma tion as a weapon” or what 
he terms in for ma tion warfare or in for ma tion at-
tack.1 He believes that there is signifi cant 
differ- ence be tween the two cate go ries. Spe cifi
cally, he explains infor ma tion in warfare as 

all those papers and briefings that begin 
“Information has always been central to 
warfare . . .” and then go on to explain that “our 
new computer system will get information to 

the warfighter” so he can “achieve information 
dominance on the battlefield” and thus 
demonstrate our service’s mastery of IW, 
confuse information-in-war with information 
warfare. Whether we are digitizing the cockpit 
or digitizing the battlefield, this is not IW. 2 

The US Air Force document Corner stones of 
In for ma tion Warfare makes a similar distinc
tion by dis tin guish ing the dif fer ence be tween
in for ma tion age warfare and in for ma tion war-
fare . It explains the former as “us[ing] infor
ma tion technol ogy as a tool to impart our 
com bat opera tions with unprece dented 
econo mies of time and force,”3 such as cruise 
mis siles ex ploit ing in for ma tion age tech nolo
gies to put a bomb on target. Infor ma tion 
war fare, how ever, “views in for ma tion it self as 
a separate realm, potent weapon, and lucra
tive target”4 and fits in the category of using
in for ma tion as a weapon. 

Us ing this typol ogy, it appears many of 
those who claimed Opera tion Desert Storm 
was an in for ma tion war are ac tu ally de scrib
ing the use of infor ma tion in warfare or in-
for ma tion age warfare.5 For exam ple, Alan 
D. Campen, a former under sec re tary of de
fense for policy, states that “this war dif 
fered funda men tally from any previ ous
con flict [and] the outcome turned as much 
on supe rior manage ment of knowl edge as it 
did upon perform ances of people or weap
ons.”6 Further, us ing this defi ni tion, he and 
oth ers argue that Opera tion Desert Storm 
was not only an infor ma tion war, but the 
first one in history. This ar gu ment holds lit
tle credibil ity because it was not the first 
time an armed force failed to attain victory 
for lack of knowledge.7 

The USAF and Dr. Ste in’s cate go ri za tions of 
the use of “in for ma tion as a weapon” and “in-
for ma tion in warfare” provide a logical 
method to separate the two main themes of 
in for ma tion warfare litera ture. However, it is 
not the author’s intent to argue the merits or 
faults of their de linea tions. Rather, this ar ti cle 
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During Desert Storm, Lt Gen Frederick Franks, VII Corps commander, sketches his plan to envelop remaining Iraqi 
forces. Instead of just contemplating whether the information weapon will affect an enemy’s will to fight, one should ask 
how US military leaders would react if an adversary blinded friendly command and control systems. 

uses those writings that profess the use of in-
for ma tion as a weapon rather than those that 
boast the effec tive use of infor ma tion in war-
fare in support ing combat opera tions, since 
the latter is not relevant to the question of 
whether infor ma tion is a weapon. 

The Information Weapon 
Iden ti fy ing litera ture that advo cates infor

ma tion as a weapon is fairly elemen tary. The 
authors usually declare their beliefs with 
such defini tive statements as “The elec tron is 
the ulti mate preci sion guided weapon”;8 “In-
for ma tion is both the target and the 
weapon”;9 “The day may well come when 
more soldiers carry comput ers than carry 
guns”;10 “The US may soon wage war by 

mouse, keyboard and computer virus”;11 “In-
for ma tion may be the most fearsome weapon 
on the emerging techno-battlefield”;12 “The 
most potent new US weapon, however, is not 
a bomb, but a gan glion of elec tronic ones and
ze roes”;13 and “In Infor ma tion Warfare, In-
for ma tion Age weaponry will replace bombs 
and bullets.”14 Certainly this is not a compre
hen sive list of infor ma tion warfare–re lated 
writ ings that proclaim infor ma tion as a 
weapon, but it does repre sent a cross section 
of ideas that ap pear in pub li ca tions that range 
from of fi cial gov ern ment docu ments to more
popu lar books and magazines meant to at-
tract the aver age reader. 

Af ter one gets past the attention-getting 
steps of pithy statements proclaim ing infor
ma tion as a weapon and a target, one signifi-
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cant theme emerges. Specifi cally, the “infor-
ma tion weapon” ad vo cates be  lieve 
“in for ma tion warfare can enhance power 
pro jec tion by di min ish ing an ad ver sary’s will 
and capac ity to make war.” 15 Linking the in-
for ma tion weapon to the enemy’s war-
fighting capa bili ties and will to fight is sig
nifi cant because US military thinking has 
evolved to accept that dimin ish ing these two 
as pects of an op po nent will lead to vic tory for 
our own forces.16 The US Army field manual 
on infor ma tion warfare explains the signifi
cance of this linkage by equating the infor
ma tion weapon to the purpose of firepower 
in combat—“the genera tion of destruc tive 
force against an ene my’s ca pa bili ties and will 
to fight.” 17 

Simi larly, lit era ture not un der the pur view 
of the Depart ment of De fense (DOD) also ex-
pounds on the ability of the infor ma tion 
weapon to affect the enemy’s ability and will 
to fight. The most appar ent differ ence be -
tween of fi cial DOD pub li ca tions and popu lar
lit era ture is that the latter may not employ 
the exact phrase of using infor ma tion to af
fect “the adver sary’s will and capac ity to 
make war.” Never the less, this is a firmly es
tab lished concept that appears frequently in 
writ ings about infor ma tion warfare. For ex-
am ple, Col Rich ard Sza fran ski, USAF, Re tired, 
a former Air War College profes sor who has 
writ ten exten sively on various military-
related topics, equates subdu ing the enemy’s 
will to “neocor ti cal warfare,” which “strives 
to influ ence, even to the point of regulat ing 
the conscious ness, percep tions, and will of 
the adver sary’s leader ship: the enemy’s neo
cor ti cal system.”18 

Other advo cates of the infor ma tion 
weapon either do not specifi cally address 
what con sti tutes a “tar get” or tend to agree in
prin ci ple with the Air Force defini tion. While 
the latter group of advo cates agrees that the 
tar get is infor ma tion, their descrip tion of the 
“in for ma tion target” may be more esoteric. 
As a case in point, Stein explains that “infor-
ma tion attack, while ‘platform-based’ in the 
physi cal uni verse of mat ter and en ergy, is not 
the only counter-platform,” and he believes 
that doc trinal think ing must move away from 

the “idea that infor ma tion attack involves 
only the use of comput ers and commu ni ca
tions.”19  He incor po rates John Boyd’s
“observation- orientation- decide- act” 
(OODA) loop20 in defin ing the targets of the 
in for ma tion weapon. Stein sees indi rect in-
for ma tion warfare attacks as affect ing the 
“ob ser va tion” level of the OODA loop at 
which infor ma tion must be perceived to be 
acted on.2 1 On the other hand, di rect in for ma
tion warfare corrupts the “orien ta tion” level 
of the OODA loop to affect adver sary analy sis 
that ulti mately results in deci sion and ac-
tion.22 Thus, to him, the infor ma tion weapon 
may or may not be used against a coun ter plat-
form. Ste in’s bot tom line is that “in for ma tion 
is both the tar get and the weapon: the weapon
ef fect is predict able error.”23 The weapons ef
fect of “predict able error” result ing from the 
use of the infor ma tion weapon is an incredi
ble notion because it assumes that one can 
pre dicta bly induce errors an adver sary will 
make in “observ ing” and “orient ing” infor
ma tion that ul ti mately re sults in de ci sion and
ac tion. 

In another exam ple, Szafran ski, in the 
most general terms, appears to agree that the
in for ma tion weapon affects the infor ma tion 
tar get but wants his readers to focus on the 
“en emy mind” as a whole. He states that 

the target system of information warfare can 
include every element in the epistemology of 
an adversary. Epistemology means the entire 
“organization, structure methods, and validity 
of knowledge.” In layperson’s terms, it means 
everything a human organism—an individual or 
a group—holds to be true or real, no matter 
whether that which is held as true or real was 
acquired as knowledge or as a belief.24 

In Szafran ski’s construct, the “acme of skill” 
is to employ the infor ma tion weapon to 
“cause the en emy to choose not to fight by ex
er cis ing reflex ive influ ence, almost parasym
pa thetic control, over products of the adver
sary’s neocor tex.”2 5  

Thus, the proto typi cal advo cate of using
in for ma tion as weapons espouses the aim of 
such weapons as to influ ence an adver sary’s 
will and capac ity to make war. Further, with 
in for ma tion as the weapon, its target, in the 
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sim plest sense, is also infor ma tion. A more 
eso teric defini tion of the target is the enemy 
mind or his cogni tive and techni cal abilities 
to use infor ma tion. Finally, the explic itly 
stated and sometimes implic itly assumed 
weap ons effect is predict able error. Specifi
cally, the use of the infor ma tion weapon will
al low one to pre dict how an en emy will err in 
judg ment, deci sions, and actions. 

Enemy Will and 
Capacity to Fight 

There is a pau city of evi dence avail able for
analy sis in address ing the infor ma tion 
weapon’s effect on the “adver sary’s will and 
ca pac ity to fight.” Most of the lit era ture tends 
to identify either “infor ma tion” or the “en
emy mind’s ability to observe and orient” as 
the targets of the infor ma tion weapon. Un
for tu nately, these two con cepts can ei ther en
com pass every target or are so esoteric that it 
is diffi cult to identify specific targets. The re-
main der of this portion of the analysis will 
first address the “infor ma tion” target and 
then tackle the target of the “enemy mind’s 
abil ity to observe and orient.” 

It appears that the US Air Force has recog
nized the diffi culty of identi fy ing specific in-
for ma tion targets and has attempted to ad-
dress the issue through its Cor ner stones of 
In for ma tion Warfare pamphlet and draft doc
trinal documents. For exam ple, the Air Force 
has stated, “Infor ma tion warfare is any attack 
against an infor ma tion function, regard less 
of the means.”26 Therefore, “bombing a tele
phone switching facil ity is infor ma tion war-
fare. So is destroy ing the switching facility’s
soft ware.”27 Simi lar types of tar gets may then 
in clude elements of the enemy inte grated air 
de fense system (IADS). In defin ing the infor
ma tion target, the US Air Force is attempt ing 
to fo cus in for ma tion war fare as “a means, not 
an end, in precisely the same manner that air 
war fare is a means, not an end.”2 8 However, 
an unin tended conse quence may result from 
this overarch ing tar get defi ni tion: if in for ma
tion war fare en com passes nearly every tar get, 
then the con cept merely be comes a new la bel 

for tradi tional military opera tions (such as 
psy cho logi cal opera tions, decep tion, physi
cal destruc tion, etc.) that military forces have 
con ducted for thousands of years. 

Do the in for ma tion weapon at tacks against
com mu ni ca tions and control facili ties, the 
ene my’s IADS, and their comput ers dimin ish 
the adver sary’s will and capac ity to fight? 
Well, yes and no. Certainly, “hard killing” 
ele ments of the en emy in for ma tion func tions 
or “soft killing” through intro duc tion of vi
ruses and logic bombs into the enemy’s com
puter systems would affect his capac ity to 
fight. Hard kills re sult in the physi cal de struc
tion of infor ma tion sys tems and inter con nec
tions, while soft kills ren der com puter screens 
“blank” or cause the sys tems to pres ent faulty
dis plays. 

Given that the infor ma tion weapon could 
af fect an enemy’s capa bil ity to fight, will it 
also be able to affect his will to fight? While 
the enemy computer termi nal opera tor may 
feel frustra tions and even decreased morale 
re sult ing from leaders’ demands for unavail
able in for ma tion, the lat ter’s will to fight may 
or may not be affected. In other words, how 
would “blinding” enemy leaders affect their 
will to fight? Would they actu ally surren der, 
or would US blinding opera tions actu ally 
back fire and force adver sary leaders to panic 
and resort to the use of weapons of mass de
struc tion? For exam ple, Russia adopted a
mili tary doctrine in Novem ber 1993 that in
di cated a belief that during an East-West 
conflict, an at tack on Rus sia’s early- warning 
sys tem for strate gic nuclear forces is pos si-
ble.29 In such a situation, the Russians may as
sume the worst—the in va sion of Rus sian ter ri
tory by for eign mili tary forces. With their sen
sors blinded and command and control 
sys tems destroyed by infor ma tion weapons, 
Rus sian leaders may not be able to obtain in-
for ma tion and may resort to whatever means 
nec es sary to protect their homeland. In es
sence, they will be “blind,” but their strate gic 
nu clear weapons will still be intact and oper
able. How can the infor ma tion weapon advo
cate be cer tain that Rus sia will not em ploy the 
nu clear weapons? 
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The Scud problem during Desert Storm demonstrated that coalition efforts to blind and paralyze the enemy, while 
impressive and important, did not in themselves diminish the capability or will of the Iraqis to fi ght. 

In stead of just contem plat ing whether the 
in for ma tion weapon will affect an enemy’s 
will to fight, one should ask how US military
lead ers would react if an adver sary blinded 
friendly command and control systems. 
Would US military leaders lose the will to 
fight if their comput ers went blank? The will 
to fight is an elusive target, and it is diffi cult 
to assess whether the infor ma tion weapon is 
ca pa ble of affect ing it. Certainly, other fac
tors such as politi cal ob jec tives and the ques
tion of whether the enemy is fighting for his 
own sur vival or for more lim ited goals would 
surely figure into the will-to- fight equation. 

De spite the value of “will,” some infor ma
tion weapon advo cates, drawing from Col 
John War den’s view of the en emy as a sys tem,
ar gue that the rela tion ship of will (morale) 
and the ca pac ity to fight (physi cal) can be ex-
pressed in the follow ing equation:30 

(Physical) x (Morale) = Outcome 

Spe cifi cally, they believe that a weapon 
need not af fect both will and ca pac ity to fight 
to put the enemy in such a condi tion that he 

can no longer carry on the fight. In fact, Colo
nel War den states that the physi cal part of the 
equa tion is eas ier to tar get than mo rale, so US 
forces should focus on the physical. He as
serts, “If the physi cal side of the equa tion can 
be driven close to zero, the best morale in the 
world is not going to produce a high number 
on the outcome side of the equation.”31 

Clause witz cautioned against this type of re
duc tion ism and wrote, “If the theory of war 
did no more than remind us of these ele
ments, demon strat ing the need to reckon 
with and give full value to moral qualities, it 
would expand its hori zon, and simply by es
tab lish ing this point of view would condemn 
in advance anyone who sought to base an
analy sis on mate rial factors alone.”32 

In deed, numer ous histori cal cases support
Clause witz’s warning of not under es ti mat ing 
the impor tance of morale or the will to fight. 
One of the most distinct exam ples for the 
United States remains the Vietnam War dur
ing the 1960s and early 1970s. De spite the US
mili tary’s efforts in destroy ing the Vietnam
ese commu nists’ mate rial resources and sig-
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nifi cantly reduc ing the movement of their 
lines of commu ni ca tion along the Ho Chi 
Minh Trail, the commu nists retained their 
will to fight.33 In the end, it was their tremen
dous will to fight and, ar gua bly, the US lack of 
will to fight that allowed North Vietnam to 
de feat the United States and the Saigon re-
gime.34 

Nev er the less, advo cates of the infor ma
tion weapon’s effec tive ness use the “infor-
ma tion warfare” actions in Opera tion De
sert Storm to show that destruc tion of the 
ca pac ity to fight (physi cal) af fected the will 
to fight (morale): 

Coalition forces spent the early days of Desert 
Storm gouging out the eyes of Iraq, knocking 
out telephone exchanges, microwave relay 
towers, fiber optic nodes and bridges carrying 
coaxial communications cables. By striking 
Hussein’s military command centers, the 
coalition severed communications between 
Iraqi military leaders and their troops. With 
their picture of the battlefield—their battlefield 
awareness—shrouded in a fog, the Iraqis were 
paralyzed.35 

No ticea bly lacking from this illus tra tion is 
the expla na tion that after the supposed “pa
raly sis” of the Iraqis, de ployed coa li tion mili
tary forces fought an air and ground war in 
Iraq. The combi na tion of coali tion air forces 
that bombed Iraqi targets from 17 January to 
2 March 1991 coupled with the coali tion 
ground attack that began on 24 Febru ary 
19913 6 ulti mately led to Iraq’s agreement to 
ac cept all terms of the United Nations cease-
fire reso lu tion.37 In other words, the ef forts to 
blind and paralyze the Iraqis, while impres
sive and im por tant, did not by them selves di
min ish their capa bil ity or will to fight. 
Rather, the blinding efforts made the Iraqis 
more vulner able to conven tional coali tion 
mili tary attacks and opera tions. 

The Opera tion Desert Storm illus tra tion, 
be sides being a reduc tion ist argu ment that 
dis torted the na ture and causes of US and coa
li tion military successes against the Iraqi 
forces, also ignored other reali ties. First, sev 
eral Desert Storm analysts suspected that af
ter coali tion forces destroyed Saddam 
Hussein’s more advanced telecom mu ni ca

tions sys tems (sat el lite, mi cro wave, and ca ble 
sys tems), he con tin ued to re lay launch or ders 
to his Scud missile bat ter ies via cou rier.38 Sec
ond, the of ten sim plis tic method de picted re
gard ing the ease with which the United States 
took down the Iraqi command network may 
have been overstated.3 9 Specifi cally, while 
coa li tion airpower greatly reduced the capac
ity of the commu ni ca tion links between 
Bagh dad and its field army in the Kuwaiti 
thea ter of opera tions, suffi cient connec tivity
re mained for Baghdad to order a withdrawal 
from Kuwait that included some rede ploy
ments to screen the retreat. Therefore, the 
am bi tious hope that bombing the leader ship 
and com mand, con trol, and com mu ni ca tions 
tar gets would lead to the overthrow of the 
Iraqi regime and completely sever commu ni
ca tions between the Baghdad leader ship and 
their military forces “clearly fell short.”40 

Third, the Iraqi forces, the Re pub li can Guards
not with stand ing, were poorly trained and 
mo ti vated, and lacked high morale prior to 
any coa li tion in for ma tion at tack. Thus, it was 
not the effect of the infor ma tion weapon 
alone that weak ened the ene my’s will to fight. 

There are other ex am ples of mili tary forces 
that contin ued to fight after being isolated 
from higher headquar ters when their com
mu ni ca tions became inop er able. During the 
Nor mandy campaign in 1944, German forces 
of ten fought un der emis sions con trol or ra dio
si lence. Yet, their effec tive training, sound 
tac ti cal leader ship and doctrine, and adher
ence to Auf trag stak tik, or mission- type or ders, 
en abled them, for almost two months, to 
fight the nu meri cally su pe rior Al lies to a stale-
mate before attri tion finally wore down their 
ef fec tive ness.41 

Per haps those who advo cate using the in-
for ma tion weapon against the second type of 
in for ma tion tar get, the “en emy mind’s abil ity 
to observe and orient,” place more impor
tance on the morale factor than the physical. 
Cham pi ons of attack ing this type of infor ma
tion target have coined this form of infor ma
tion warfare as “percep tion manage ment,”42 

“ori en ta tion manage ment,”43 or “neocor ti cal 
war fare.”44 While these terms may imply some 
“new” types of warfare, in actu al ity they are 
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merely amorphous terms for what had been 
tra di tion ally called psy cho logi cal op era tions,
propa ganda, and military decep tion. For the 
pur pose of discus sion, this arti cle addresses 
this form of infor ma tion weapon as percep
tion manage ment. 

The same question posed about infor ma
tion as a target also applies to the second in-
for ma tion target, the enemy mind. The key
ques tion is whether infor ma tion warfare will 
nec es sar ily re duce the men tal abil ity and will 
to re sist. While it is true that per cep tion man-
age ment can de ceive, sur prise, add to the ene
my’s fog and fric tion, and even af fect the mo
rale or the will to fight, it will not likely
pro duce a “predict able error” as Dr. Stein as-
sumes.45 The con cept of pro duc ing a “pre dict
able error” implies that one can predicta bly
in duce advan ta geous errors in an adver sary’s 
ac tions and de ci sion mak ing. In es sence, it as
sumes that hu man be hav ior and re ac tions are 
to tally predict able and may be precisely ma
nipu lated. This concept ignores Clausewitz’s 
phi loso phy of the unpre dict abil ity of hu
mans and warfare as illus trated through the
fol low ing syllo gism: 

If A ≠ B (If humans do not behave accord
ing to laws) 

And C = A (And war fare is a hu man event) 
There fore, C ≠ B (Therefore, warfare will 

not follow laws) 

Not only does the concept of “predict able 
er ror” ignore Clausewitz’s theory regard ing
hu man nature and warfare, it also seems to 
chal lenge common sense. For exam ple, is it 
really possi ble to predict the actions, intent, 
and decision-making ration ale of such dispa
rate minds as those of Adolf Hitler, Joseph 
Sta lin, Ho Chi Minh, Ayatol lah Ruhollah 
Khomeini, Mu‘ammar Gadhafi, Saddam 
Hussein, Mo ham med Aidid, and Kim Jong Il? 
Hit ler thought he could achieve a pre dict able 
out come when he drew up the Op era tion Bar
ba rossa plan and “believed nothing less than 
the Soviet Union could be defeated in four 
months.”46 Yet, in April 1945, So viet tanks en
tered Berlin, almost four years after German 
forces in vaded the So viet Un ion in May 1941. 

A “predict able error” may be extremely diffi
cult to predict, much less to induce. 

In the same vein, percep tion manage ment 
will likely have minimal impact on the ene
my’s capac ity to fight, unless, of course, the 
“in for ma tion attack” deceives the enemy re
gard ing the dispo si tion and loca tion of  
friendly forces. As an illus tra tion, the World 
War II Allied decep tion plan, Opera tion For ti
tude, con trib uted to Adolf Hit ler’s pre con cep
tions of the loca tion of the impend ing inva
sion of France. Con se quently, in vad ing Al lied 
forces at Normandy did not face the bulk of 
the German troops in France and Belgium 
guard ing the Pas de Calais and the Belgian 
and Dutch coastline.47 

Some what more trou ble some is the view of 
many of these ad vo cates who be lieve it is pos
si ble to use the percep tion manage ment 
weapon to target the enemy mind with “the 
aim of subdu ing hostile will without fight
ing.”48 They balk at the view that this type of
at tack should supple ment and enhance more 
con ven tional forms of warfare. Again, the lit-
era ture is sparse in terms of specif ics on how 
per cep tion manage ment will “subdue hostile 
will.” But it does not lack in prom ises to stop a 
war before it starts. One exam ple of how this 
type of attack might target hostile will was 
posed by Thomas Czerwin ski, a profes sor in 
the School of Infor ma tion Warfare and Strat
egy at the National Defense Univer sity. 
“What would happen if you took Saddam 
Hussein’s image, altered it, and projected it 
back to Iraq showing him voicing doubts 
about his own Baath Party?” While it is not
pos si ble to state with abso lute certainty the 
re ac tions of the Baath Party, Sad dam Hussein, 
or the world commu nity, it is unlikely that 
such percep tion manage ment attacks will 
com pletely subdue hos tile en emy will. Those 
who predict it is possi ble to subdue enemy 
will with per cep tion man age ment seem to as
sume, as in this exam ple, that enemy leaders 
will have no in ter ac tions with their fol low ers. 

Ci vil ian and military leaders have used 
per cep tion manage ment, or propaganda, 
through out the history of warfare. The dif
fer ence today is brought about by the 
advent of the micro proc es sor, which al-
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lows another medium, cyber space, for 
friendly forces to propagate the percep tion
man age ment message to the enemy. Unfor
tu nately, propaganda has had, at best, lim
ited utility. To elevate its stat ure above that 
of a sup ple men tal role in war is un re al is tic. 

It is incon ceiv able to expect percep tion 
man age ment alone to subdue a hosti le’s 
will to fight, espe cially when history has 
shown other wise. The idea that percep tion
man age ment will enshroud the enemy in 
“fog” and “friction” and subse quently sub-
due his morale assumes the enemy will re-
act exactly as the propaganda plan expects. 
This assump tion discounts histori cal cases. 
For exam ple, during World War II, the US 
mili tary, having nearly destroyed Japan’s
ca pac ity to fight, targeted the will of the 

peo ple through leaf let drops and
fire bomb ings of cit ies with popula tions over 
one hun dred thou sand, along with the re lease 
of two atomic weapons on Hiroshima and 
Na gasaki. Despite the horrific death and de
struc tion, Japanese military command ers re-
fused to surren der, and the Japanese people 
were in despair after hearing of their emper
or’s decree to surren der.4 9 How real is tic, 
then, is the infor ma tion weapon advo cates’
vi sion that enemies will surren der through 
in for ma tion attacks targeted at the enemy 
mind or “neocor ti cal” system? Will the en
emy stop fight ing be cause the United States, 
through percep tion manage ment attacks, 
tells him to stop? Unfor tu nately, the en emy 
may not always be so coop era tive. 

The results of a blinded and paralyzed Iraqi military. Scuds were being launched throughout the war. 
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The Information Weapon: 
Use with Caution 

In analyz ing whether infor ma tion is a 
weapon, this ar ti cle tested the abil ity of in for-
ma tion itself to target “infor ma tion” and the 
“en emy mind’s ability to ob serve and ori ent” 
for the purpose of destroy ing the enemy’s 
will and capac ity to fight. The results indi
cated that while infor ma tion may be consid
ered a weapon, it is one that must be used 
with caution. The more enthu si as tic propo
nents of the infor ma tion weapon tend to 
over es ti mate its abil ity to di min ish en emy ca
pac ity and will to fight. 

In for ma tion is not a techno logi cal “silver 
bul let,” able to subdue the enemy without 
bat tle. Unlike other, more conven tional, 
weap ons, the effects of the infor ma tion 
weapon are not neces sar ily predict able be-
cause it often targets the human mind and 
emo tions. Thus, in employ ing the infor ma
tion weapon, one must not rely solely on its 
use for success. Rather, the strategist must 
pru dently use the infor ma tion weapon to 
sup ple ment more tradi tional weap ons of war 
or as a precur sor to conven tional attacks and 
op era tions. 

While this arti cle has answered the ques
tion it set out to inves ti gate, other factors 
have emerged in the course of this analysis. 
The extreme claims for infor ma tion warfare, 
even when employ ing the infor ma tion 
weapon as envi sioned by its advo cates, are 
par ticu larly un con vinc ing and even ir re spon
si ble. The most zeal ous ad vo cates of in for ma
tion warfare describe infor ma tion as a low-
cost weapon with a high payoff, a method to 
elimi nate the fog and friction of war for 
friendly forces yet en shroud the en emy in the 
same, and a tool to al low at tain ment of quick 
and bloodless victo ries. 

Re gard ing the first charac ter is tic, a low-
cost weapon with a high payoff, the cost will 
de pend on the specific infor ma tion weapon 
it self. Certainly, intro duc ing a virus or logic 
bomb into a computer system may be a rela
tively low-cost option, whereas physical de
struc tion of the en emy IADS will likely ac crue 

sig nifi cant costs. The claim of a high pay off is 
also debat able. As previ ously discussed, “pre
dict able errors” may be extremely diffi cult to 
pre dict and induce as the infor ma tion 
weapon often targets human reac tions and 
emo tions. 

In an ideal world, fog and fric tion would be
elimi nated for friendly forces and yet maxi
mized against the enemy. However, the exact 
in for ma tion weapons intended to increase 
the enemy’s “fog of uncer tainty” may lead to 
to tally unin tended conse quences that are in-
con sis tent with the original intent of the 
weapon. Worse, the nth-order effect may ac
tu ally prove counter pro duc tive to the origi 
nal in tent and ob jec tive. In a com plex, hi er ar
chi cal command and control system, 
de struc tion of selected commu ni ca tions con
nec tivity may actu ally result in a more 
stream lined and effi cient command and con
trol system. At least three unin tended conse
quences may result. First, the enemy leader, 
with out the inter me di ate command and con
trol steps, is now able to send his orders di
rectly to the lower echelons. For exam ple, 
dur ing Opera tion Desert Storm, after coali
tion forces de stroyed Sad dam Hussein’s more
ad vanced telecom mu ni ca tions capa bili ties, 
he contin ued to relay launch orders to his 
Scud mis sile bat ter ies via cou rier.50 Sec ond, if
com mu ni ca tions connec tivity is severed, 
lower echelons will likely oper ate in autono
mous modes. While they may lack the com
plete situa tional bat tle field pic ture that up per
eche lons would normally provide, the lower 
eche lons benefit by not having to wait for 
launch or ders to flow from the top. Third, de
stroy ing or degrad ing enemy command and 
con trol systems may deny friendly forces the
abil ity to collect vital enemy commu ni ca
tions and signals. Thus, employ ment of the 
in for ma tion weapon may actu ally simplify
en emy opera tions and increase friendly fog 
and friction, since friendly collec tion assets 
will not be able to col lect against emit ting en 
emy electronic systems. 

Per haps the most disturb ing claim is that 
of the infor ma tion weapon’s capa bil ity to at
tain quick and bloodless victo ries and its ex
treme view of pre vent ing a war be fore it starts. 
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While the infor ma tion weapon may be able 
to prevent bloodshed in a limited number of 
sce nar ios, ex pect ing it to end a war be fore the 
first shot is fired is pure specula tion. A more 
re al is tic conse quence result ing from the em-
ploy ment of the infor ma tion weapon would 
be a de graded en emy that lacks com plete bat
tle field situa tional aware ness be cause lead ers 
are blinded and cannot commu ni cate with 
troops in the field. There is a lack of his tori cal
evi dence that supports the concept that a 
blinded en emy would sim ply sur ren der with-
out fighting. On the contrary, history shows 
mili tary forces, isolated from higher head
quar ters, do continue to fight. As previ ously
men tioned, the German military, during 
World War II, empha sized Auf trag stak tik, 
which re lied on gen eral guid ance from above
com bined with lower echelon initia tive.51 

This philoso phy resulted in German forces 
fight ing under radio silence, without upper 
eche lon guidance, as during the Allied Nor
mandy campaign. 

Maj Gen Michael V. Hayden, commander 
of the Air Intel li gence Agency, summed it 
best when he called the “no tion of a blood less 
war played out on com put ers as fan ci ful” and 
said that he does not fore see the United States 
moth ball ing its stockpile of conven tional 
and nuclear weapons in the near future. Fur
ther, he stated, “Can I imagine a time in 
which we won’t have destruc tive war? No. 
But I think it’s easy to imagine a time when 
we can use infor ma tion as an alter na tive to 
tra di tional warfare.” General Hayden re layed 
the follow ing inci dent to describe the use of 
the infor ma tion weapon to help create the 
zone of separa tion between warring factions 
in Bosnia: 

Some of the factions didn’t comply completely. 
But the Implementation Force goaded, forced, 
cajoled and pressured them to do it. One of the 
things they did was take clear evidence [and] 
information that they had not complied with 
the treaty. The IFOR commander turned to the 
Serb, the Croat and the Muslim and said, “Move 
those tanks.” Their response was “What tanks?” 
The commander says, “These tanks,” pointing 
to the concrete evidence. “Oh, those tanks,” 
they said. And then the tanks were moved. In 

Bosnia, I think it’s fair to say, information is the 
weapon of first resort. To back that up is the 
potential for heat, blast and fragmentation. But 
in this case, information was used as an 
alternative. We achieved an objective without 
going immediately to some sort of destructive 
approach.5 2  

It is clear that while infor ma tion may be 
used as a weapon, strategists must use it with 
cau tion and common sense. It is not a silver-
bullet weapon. Rather, the strategist should 
plan the use of the infor ma tion weapon in
con junc tion with more tradi tional weapons 
and employ it as a precur sor weapon to blind 
the enemy prior to conven tional attacks and 
op era tions. 

The US military arse nal includes a vari ety 
of weapons, and the strategist must ensure 
their most effec tive use in future wars. The 
strat egy of the future will likely include the 
use of the infor ma tion weapon in conjunc
tion with more conven tional weapons. In de
vel op ing the plan, the strategist must real ize 
that the use of the infor ma tion weapon will 
de mand pru dence and carry im pli ca tions that 
may impact the employ ment of the weapon. 
The last section warns of the addi tional cau
tions that a strategist planning to employ the 
in for ma tion weapon must consider. 

Implications 
One charac ter is tic of the US military and 

its way of war is its fasci na tion with technol
ogy and the asso ci ated search for the high-
tech silver bullet that will allow quick victo
ries with mini mal col lat eral dam age.53 Hence, 
it is not surpris ing that extrem ists have em-
braced infor ma tion warfare as the magic 
weapon that would allow the US military to 
win bloodless victo ries and end wars before 
the first bullet is ever fired. The use of the in-
for ma tion weapon demands caution, and its 
em ploy ment carries with it impli ca tions that 
the strategists must consider. 

First, perhaps one reason for the vast inter
est in the appli ca tion of infor ma tion warfare 
is that the United States may be the most vul
ner able to its effects. As Lt Gen Kenneth A. 
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During Desert Storm, the blinding efforts made the Iraqis more vulnerable to conventional coalition military attacks and 
operations. A destroyed Iraqi helicopter and its shelter (above) and damaged Iraqi equipment at a Euphrates River 
crossing (below). 
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Mini han, direc tor of the National Secu rity 
Agency, explained, “Infor ma tion is both the 
great est advan tage and, given American de
pend ency on infor ma tion, the greatest weak
ness of the US.”5 4 Consider the follow ing as
ser tion: “Under IW, the enemy soldier no 
longer consti tutes a major target. IW will fo
cus on prevent ing the enemy soldier from 
talk ing to his commander. Without coor di
nated ac tion, an en emy force be comes an un
wieldy mob, and a battle devolves to a 
crowd- control issue.” 55 Is this actu ally an 
analy sis of the vulner abil ity of our own US 
mili tary to infor ma tion warfare? Given the 
US sys tem of as sign ing spe cific tar gets to in di
vid ual air craft via the air task ing or der (ATO), 
the descrip tions of enemy vulner abil ity to 
the in for ma tion weapon may ac tu ally be a re
flec tion on the American air campaign pro
cess. Could an infor ma tion weapon bring the 
air op era tions cen ter (AOC) to a stand still if it 
de stroyed com put ers within the AOC, leav ing 
it with no capa bil ity to develop and transmit 
the ATO to flying wings? 

A second impli ca tion concerns the impor
tance of maintain ing US combat readiness 
with conven tional military forces. Eliot Co
hen, noted author and profes sor at Johns 
Hop kins Univer sity, warned, “Transfor ma
tion in one area of military affairs does not, 
how ever, mean the irrele vance of all others. 
Just as nuclear weapons did not render con
ven tional power obso lete, this revolu tion 
will not render guerrilla tactics, terror ism, or 
WMD [weapons of mass destruc tion] obso
lete.”5 6 The US military must, therefore, re-
main capa ble of fighting less techno logi cally
ad vanced enemies as well as peer competi
tors. His tory is full of ex am ples of less tech ni
cally devel oped militar ies overcom ing and 
de feat ing more “capa ble” foes. The most 
vivid exam ple for the United States remains 
the Vietcong, who were able to defeat tech
nol ogy with rudi men tary tactics and a will
ing ness to sacri fice their soldiers. In facing a 
Vietcong- type adver sary, can the United 
States real is ti cally expect to defeat an enemy
with out resort to heavy destruc tion, or at 
least having in place the poten tial to do such 
de struc tion?5 7  

A third im pli ca tion that ci vil ian and mili
tary leaders must seri ously consider is the 
le gal ity of in for ma tion warfare. This 
question is espe cially impor tant when one 
con sid ers “preemp tive” infor ma tion at-
tacks. One envi sioned charac ter is tic of in-
for ma tion warfare regards the use of the in-
for ma tion weapon to end a war before the 
first shot is fired. How will the in ter na tional 
com mu nity re act to this type of pre emp tive
at tack by the United States, a super power, 
es pe cially if it is against a third world rogue 
power? Is the United States will ing to risk an
in for ma tion attack that would blind a peer 
com peti tor and risk esca lat ing the conflict 
with the use of weapons of mass destruc
tion? Is an in for ma tion at tack an act of war? 
Fur ther, the use of per cep tion man age ment,
es pe cially one that alters an enemy leader’s 
im age to tell his peo ple to sur ren der, is com -
pa ra ble to faking surren der with the use of 
the tra di tional white flag. This and other ac
tions may violate the “princi ple of chivalry 
which addresses the use of trickery,” both 
per mis si ble ruses and imper mis si ble per 
fidy and treachery.”58 

Ob vi ously, the poten tial conse quences of 
the employ ment of the infor ma tion weapon 
are new and evolv ing, and the im pli ca tions of 
in for ma tion warfare raise many issues that 
have no clear legal precedent.5 9  

Conclusion 
The infor ma tion weapon may be an effec

tive tool to supple ment the military’s arse nal 
of more tradi tional weapons. Further, its use 
as a precur sor may enhance conven tional at-
tacks and op era tions against a blinded and de-
graded enemy, thus decreas ing effec tive en
emy defense and counter at tacks. However, 
the United States should not consider the in-
for ma tion weapon a “silver bullet” that will 
com pletely sub due an ad ver sary’s will and ca
pac ity to fight. Further, strategists must re
frain from uncriti cally as sum ing the in for ma
tion weapon is capa ble of termi nat ing wars 
be fore the first bullet is even fired. 
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The US ci vil ian and mili tary lead ers should 
strive to un der stand why in for ma tion war fare
ap pears so attrac tive, in order that real is tic 
and useful doctrinal guidance may be devel
oped for its employ ment and incor po ra tion 
into the overall war-fighting strategy. The 
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